9.19 Information Access and Internet Safety

In an effort to be responsive to its mission for excellent service, the Library staff and Board are committed to
address and meet the information needs of the people we serve. The library strives to meet the expressed needs
and preferences of its patrons by providing the greatest possible information access within the means of the
Library and within the limitations of policy and law.

Free wireless Internet access is provided to the citizens of Tonganoxie at the Tonganoxie Public Library. Asa “hot
spot”, patrons may connect to the internet with a wireless laptop, PDA, or other portable device within the library
The Tonganoxie Public Library is under no obligation to monitor library workstation usage except to



comply with the Kansas CIPA (Children’s Internet Protection Act). The library will ask the filtering service to
unblock erroneously blocked websites upon any request by a minor. The library will disable the entire filter
upon any request by users 18 or over, for any lawful purpose. This service is provided by OpenDNS through
Cisco products. The wireless internet is filtered; however, if other restricted websites are accessed all library
policies concerning legal and acceptable use of computers and the internet still apply. The Tonganoxie Public
Library internet stations and laptops may be used for any legal purpose or to view only legal content. Access
is managed using your library card. lllegal purposes or content includes accessing material thatis obscene,
child pornography, or “harmful to minors” as established by K.S.A. 21-6402 Promotion to minors of material
harmful to minors statute.

The library is concerned for the safety and security of users who access online information while using the
library’s computers. It should be noted that the library has no control over the content of the Internet and
cannot be held responsible for what the user sees or otherwise experiences when connected to the Internet.
The restriction of a minor’s access to the Internet beyond that required by this policy is the responsibility of that
minor’s parent or legal guardian.

The safety and security of users accessing the Internet require those persons to be cautious, thoughtful,
protective of personal information, and respectful of library policy and state and federal laws.

Use of the library’s computers
Library computers will not be used to do the following:
e Access or display information that is obscene as defined by Kansas law;
e Participate in email, chat rooms, or instant messages that use information that is obscene as defined by
Kansas law;
e Disclose, use, and or disseminate personal information that could threaten or create a vulnerability for a
minor, for any other person, or for the library; and/or
e Attempt to gain unauthorized access to any data, computer, or network.

Using library computer workstations in an inappropriate manner, as defined herein, is prohibited. Members of
library staff are under no obligation to monitor library computer workstation usage and accept no responsibility
for investigating the manner in which those workstations are used. When, however, a member of the library
staff observes a patron using a workstation in violation of the following subsections, the patron will be deemed
to be using the workstation in an unacceptable manner, resulting in any or all of the following consequences:

e |Immediate termination of the Internet session.
e Additional suspension of computer use or other library use privileges.
e Notification of appropriate law enforcement officials.

Any user who violates this policy may be prohibited from using the library’s computers until the user agrees to
comply. For repeated violations, any member of the library staff will be required to prohibit that user’s computer

access for 30 days or longer.

Users may appeal the revocation of Internet use privileges by petitioning the Board. The decision of the Board
will be final.
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Patrons will use the library’s computers and software in a responsible manner and will not use them in a
careless and/or abusive way. Misuse of computer equipment and Internet access may result in the
consequences described above. Misuse includes, but is not limited to:

e Activities causing damage to library computer equipment, software programs, and data.

e Activities deemed unlawful according to local, state and federal law.

e Unauthorized access to secure data, including so-called “hacking." Violations will be immediately

reported to appropriate law enforcement officials.

Violation of individual privacy rights, including unauthorized disclosure, use and dissemination of personal
information regarding minors is prohibited. Persons violating this prohibition are subject to the consequences
described above. Library staff will not disclose library customers’ use of the library with respect to information
sought or received, including Internet use, except pursuant to a valid court order or subpoena authorized under
federal, state orlocal law except when reporting unlawful activities as described above.

The laws that guide this policy

The library complies with state and federal laws. We have a particular awareness of Kansas laws relating to
obscenity (K.S.A. 21-4301; 21-4301a, and 21-4301c) and federal laws on copyright (U.S. Code, Title 17), the
Children’s Internet Protection Act (CIPA) and the Neighborhood Children’s Internet Protection Act (NCIPA). The
library and library users must comply with these laws.

All patrons who use the library’s computers will be required to read this policy. They will also be required to
sign an instrument attesting to the fact that they have read and understand this policy and promise to abide by
the rules herein described.

Parents or legal guardians of children below the age of eighteen years will be required to sign an instrument
attesting to the fact that they have read and understand this policy and that they will be responsible for their
children’s responsible use of the library’s computers. These parents or legal guardians agree to hold the library,
its staff and the Board harmless in the event their children access to questionable material on the Internet,
either accidentally or on purpose.
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